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Naughty or Nice? Instead of Coal, | Got ... ESI?!

By Ryan P. Newell, Esquire

his holiday season many people

received new mobile devices,

such as phones and tablets

— even “phablets,” which
combine features of phones and tablets. In
addition to being great gifts, they are also
potential sources for discovery in litigation.
The following article addresses some com-
mon questions associated with discovery
from mobile devices.

Why would a party want
discovery from mobile devices?

With the amount of electronically
stored information (“ESI”) from a variety
of other sources (e.g., networks, computers,
email, etc.), how could a party reasonably
request discovery from mobile devices such
as cell phones and tablets? Just as paper
discovery was the incumbent before the
advent of personal computers, mobile de-
vices have become ubiquitous with modern
day living.

The facts are staggering:

* 90% of Americans use a cell phone
— of which 58% use a smartphone.

* 42% of Americans own a tablet.!

* This year, mobile devices will
account for 40% of business-oriented
devices.

* A person will access a mobile device
approximately 150 times per day.

* For every personal computer, there
are four cell phones.?

In many ways, mobile devices are just
smaller personal computers with addi-
tional communication capabilities. Among
adults, 63% use their cell phones to go

1. Pew Research Center Internet Project, Mobile Tech-
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online and 34% of cell internet users use
their cell phones as the primary means
of going online. As for communications,
81% of users send or receive text messages
and 52% send emails from cell phones.?
In terms of volume, text messages now far
outweigh phone calls.*

What type of data is on a mobile
device?

Ivis estimated that there are 5.2 million
gigabytes of mobile data generated daily.’
Just as with personal computers, mobile
ESI can take a variety of forms: emails,
voicemails, call logs, contact lists, internet
histories, and social media files. Unlike
personal computers, there is also a lot of
darta collected in the applications users
download to mobile devices. For example,
GPS applications often store the names
and addresses of the mobile device user
and of people and places visited. Digital
voicemail applications will likely contain
written transcriptions of the voicemail.
And voice-recognition applications, like
Apple’s Siri, will collect and have access
to recordings, transcripts, contact lists,
and diagnostic data required for the voice
commands.®

Is it even discoverable?

While mobile device discovery is still
in its nascent stage, practitioners should
recognize that such information is discov-
erable under both federal and state law. It
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is well accepted under common law that
the scope of permissible discovery is broad,
but several federal and state court rules are
beginning to expressly identify ESI as fall-
ing within that broad scope. For example,
Federal Rules of Civil Procedure 26, 34,
and 45 and the corresponding Court of
Chancery rules now explicitly recognize
that ESI may be discovered.”

While not all courts have yet to fol-
low suit by amending their rules, litigants
should be wary of ignoring potentially
discoverable mobile ESI merely because
the rules do not yet expressly mention
ESI. Rather, when considering whether
discovery from mobile devices is neces-
sary, parties should consider principles of
proportionality,® including whether the
same discovery can be obtained from more
convenient and less expensive sources.

What questions should |
consider in discovery from
mobile devices?

If faced with discovery requests for
mobile device ESI, you should consult an
e-discovery professional with experience
in mobile data collection. But, there are
also a number of other issues to be aware
of independent of any expertise you may
seek out.

First, data stored on mobile devices
may not be “write-protected” — meaning
the device’s memory may be subject to
frequent changes with each passing text
message, email, call, etc
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Second, you need to consider how
you will collect the data. Through a
“logical acquisition” you can make cop-
ies of certain files without preserving all
the attributes of the mobile device. On
the other hand, a “physical acquisition”
results in a forensic copy of the device
and may be required for collecting email
and certain applications.

Third, given the small hard drives of
mobile devices, there may be additional
data stored on a cloud, such as Apple’s

iCloud.

Fourth, you should determine whether
the mobile devices are synched with other
devices (such as a phone being synched
with the email on your work computer).
Synching may change the data on the
mobile device."

Finally, before you or your client
discard the old mobile device, consider
what is happening with that data and
what needs to be preserved."

10. Michael Amold, Collecting Data From Mobile Devic-
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As mobile devices increase in popu-
larity, blurring the line between business
and pleasure, they will likely continue
to be sources of discoverable ESI. But,
with the proper amount of forethought,
lawyers can advise their clients properly
both as to what to preserve and what to
request in litigation — in much the same
way attorneys first considered e-discovery
from personal computers.

Questions?

Do you have questions regarding the
use of technology and the practice of law?
Please submit them on the Delaware Su-
preme Court’s Commission on Law and |
Technology helpdesk form. (http://courts. |
delaware.gov/declt/helpdesk.stm). @

Ryan P. Newell is a partner at Con-
nolly Gallagher LLP, where he focuses
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litigation. He is the chair of the Commis-
sion on Law & Technology's e-discovery
working group.
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